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VLAN 69 4| &

—. X HK
1. FE4RFRVE VLAN 607
2. IR VLAN (A E 7

= ERAE
ISR

AR 148 &1 43 VLAN

=, LBRE
fid & :
1. #F VIP (et

Switch#tshow vtp status

VTP Version : running VTP1 (VTP2 capable)
Configuration Revision 0

Maximum VLANs supported locally : 1005

Number of existing VLANs )

VTP Operating Mode . Server

VTP Domain Name

2 PCEbrHE VLAN
Switch(vlan)#vlan database
Switch(vlan)#vlan 1 Cfig VLAN 1D
VLAN 1 modified:
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Switch(vlan)#vlan 2
VLAN 2 added:
Name: VLANOOOZ2
Switch(vlan)#vlan 3 name customer (flg VLAN , Jf H % '& VLAN [K45)
VLAN 3 modified:
Name: customer
Switch(vlan)#exit (2] exit iR VLAN database)

3. AIEEP i VLAN (1006~4095)
R AW
Switch (vlan)#vlan 1006

% Invalid input detected at ’ =~ marker.

Switch(config)#tvlan 1006
Switch(config-vlan)#exit
% Failed to create VLANs 1006
Extended VLAN(s) not allowed in current VTP mode
(f£ VLAN Database " ANGEQIEEY Ji VLAN, HAEAERCERIT, Jf HE VIP BB 4 fefld)

1E 77
Switch(config)#vtp mode transparent
Switch(config)#tvlan 1006

BRI

Switch#show vlan brief

VLAN Name Status Ports

1 default active Fa0/1, Fa0/2, Fa0/3, Fa0/4
Fa0/5, Fa0/6, Fa0/7, Fa0/8
Fa0/9, Fa0/10, Fa0/11, Fa0/12

2 VLANO002 active

3 customer active

1002 fddi-default act/unsup

1003 token-ring—default act/unsup

1004 fddinet-default act/unsup

1005 trnet—default act/unsup

1006 VLAN1006 active

Switch#fshow vtp status

VTP Version : running VTP1 (VTP2 capable)
Configuration Revision - 0

Maximum VLANs supported locally : 1005

Number of existing VLANs 7
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VTP Operating Mode . Transparent

VTP Domain Name

. MAS
L0 I ) 24 B35 B A0 3 7 T N 4 RS T 402 VLAN B35 P 2147 & VLAN (1006°4095) 500 T o
R o ZE8EE
—. B HK
L. BT HN LI 1S BRI VR
2. HIRAT WML S AR O

. LBAR
wIAE:
D_- Switchl Switech3
q...ﬁr— ————— S
F ¥ FO/1 FO/24
+ FO/23
|
|
¢
1
O EEREEVLANG &
Switch®
FF
TR
FRYESLBRT DL, R AT b LA5 oty 1148 2 177 & 7 SR (0 B E AR A
=, LBRE
SR R

A AL 1 (B ER :

Access: H HI TIEBZ e es s e nUE HBEZR L — A VLAN 115 B

Trunk : 5 F T ACHAMLIAIES: s FF AN E TAENT VLAN, (HEERBPTT VLAN 55

Dynamic: @i DTP ¥, zhA&WRE N access BY trunk A3, DTP £5 DY+t g fk =k,
7 on. off. desirable. auto

mﬁ:

L. BF A L BN TAER

Switchtshow running—config interface fastEthernet 0/1
interface FastEthernet0/1

switchport mode dynamic desirable  Ciify 1 ERIA MR LD
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Switchl#tshow interfaces fastEthernet 0/1 switchport

Name: Fa0/1

Switchport: Enabled

Administrative Mode: dynamic desirable (i 2RI R EAERI D)
Operational Mode: static access (Z&IRE G HIEAERIZ Y : Access)

2 B B Lo IR E R

Switchl (config)#interface fastEthernet 0/1

Switchl (config—if) #switchport mode access (TF-ahiEEAHMLILI I HEAERI . access)
Switchl (config)#interface fastEthernet 0/23

Switchl (config—if)#switchport mode access

Switchl (config)#tinterface fastEthernet 0/24

Switchl (config—if) #switchport mode trunk (TF-zhtg @A HHLIK o I EAERL N trunk)

Switch3 (config)#tinterface fastEthernet 0/24

*

Switch3 (config—if)#switchport trunk encapsulation dotlg | Cisco 3550. 3560 AZ #fLuii 1] /A5
MOk Trunk B, N 5846 e F11f 3%

Switch3 (config—if)#switchport mode trunk )
¢ b KA. 802. 1Q Y ISL

B0AIE
Switchl#show interfaces fa0/1 switchport
Name: Fa0/1

Switchport: Enabled

Administrative Mode: static access
Operational Mode: static access
Administrative Trunking Encapsulation: dotlqg
Operational Trunking Encapsulation: native

Negotiation of Trunking: Off

Switchl#show interfaces fa0/24 switchport
Name: Fa0/24

Switchport: Enabled

Administrative Mode: trunk

Operational Mode: trunk

Administrative Trunking Encapsulation: dotlq Cisco 2950+ 2960 ZZ#ehl trunk ¥ 111
Operational Trunking Encapsulation: dotlg BRI BRI, (10D 802, 1Q

Negotiation of Trunking: On

0. NS5
FEASH M, N PRUE SR AR I 24, i T3l e 2% 1 I BRI (AR B2 B s R AL IC
B, RHSAA I .
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VLAN 3% a %| 2

— LBHH
Lo SR ATHHI 58] VLAN [R5k

. ERAE
EENAE
Q,,{ = 9
oK
RANF I &l 3 VLAN
=\ SLRE
[N

1. F3 i A5 VLAN
Switch(config)#tinterface fastEthernet 0/1
Switch(config—if)#switchport mode access

Switch(config—if)#switchport access vlan 10

2. B K KI5 VLAN (VMPS)

YMES

Switch(config)#interface range fastEthernet 0/1 - 20 Cif—2H i 4D

Switch(config—if-range) #switchport mode access

Switch (config—if-range)#switchport access vlan dynamic

Kk

JTJA % 1 8 & VLAN 173
T e VMPS k55 & ERYEE VLAN-MAC

) IS B e

Switch#tshow vlan brief

VLAN Name Status Ports

1 default active Fa0/2, Fa0/3, Fa0/4, Fa0/5
Fa0/6, Fa0/7, Fa0/8, Fa0/9
Fa0/10, Fa0/11, Fa0/12

2 VLAN0002 active

3 customer active

10  VLAN0O010 active Fa0/1

. N7

TR LS FREE R 431 VLAN B, GBI Z)2S VLAN ] DA BC &, 5 T 44 o 9 4% 1 22 4 Pk
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—. B HK
I FEARAZHAL VTP [N A e &

VLAN VTP & &

=, ERAE
WA
DHCF Client
OHCF
Server
_
PLEFT Seng@r-PT
LA 10
VLAN 101
Fofr _ F0/21 Fi/21
————.—
2960-24TT
7960 Switch1 3360g24Ps
IF Fhone FO/22
YLAW 100 I
OHCF Client L Fo/e22
ros1 N
F ] -
PC-PT “awieha
WLAMN 20 ’
kK

1. f#j4k VLAN ffc &
2. JR/b VLAN [p)32 it
3. HiAF VLAN 13 Bl 24

=, EREE
BoE:
1. £ 3560 L#% VIP {5 E
Switch#tshow vtp status
VTP Version

Configuration Revision

Maximum VLANs supported locally :

Number of existing VLANs
VTP Operating Mode

VTP Domain Name

VTP Pruning Mode

VTP V2 Mode

VTP Traps Generation
MD5 digest

. Disabled

0 2 (VTP WhBURA S, V2 FRASHE IS 4 BRI 1) 52 F)
2 0 (VTP ML B R AT, 878 VLAN (AR S 45 &)

1005 (fE7RACH#AL IR 2 g U IO AL VLAN i)

: 5 (JE7RILA VLAN F50ED
. Server (VTP (#/EMiL;: Server. Client. Transparent)

(VTP B&HEk, A 2 (Null) )

(VTP B BB, b0 PRES)
: Disabled
: Disabled

: 0x7D 0x5A 0xA6 0xOE 0x9A 0x72 0xAO Ox3A (VTP fj#4{3 E)

Configuration last modified by 0.0.0.0 at 0-0-00 00:00:00
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Local updater ID is 0.0.0.0 (no valid interface found)

2 Bo & VLAN (1§D

3. FEEACHAHLIA] Trunk e (W%, JE: VIP LAELE Trunk 5% 1)

4y FEROASHRHL EICE VTP AHCS 4L

SW3560#vlan database (kA VLAN Database #i:X NHCE ; (HENAE4 B FICE)
SW3560 (config) #vtp mode server (& VTP [FEAERL L Server)

SW3560 (config) #vtp domain kinglab (f&ck VIP )& #1148, (Domain) 4 kinglab)
Changing VIP domain name from NULL to kinglab CERiA VTP [1) Domain =5 (Null) )
SW3560 (config) #vtp pruning  (JF)F VTP BBILIfE, Btk VLAN Bz i, ey &8s ve)
Pruning switched on

SW3560 (config) #vtp password kinglab (¥ & VIP %14, {#4 VTP {55

Setting device VLAN database password to kinglab

5. fEHAMAZHAL ERCE VIP A% (CE A b, W&, v VIP Bk Client)

BRI

SW3560#show vtp status

VTP Version : running VIP1 (VTP2 capable)
Configuration Revision : 3

Maximum VLANs supported locally : 1005

Number of existing VLANs 7/

VTP Operating Mode . Server

VTP Domain Name . kinglab

VTP Pruning Mode . Enabled

VTP V2 Mode : Disabled

VTP Traps Generation : Disabled

MD5 digest : 0xF8 0x24 0xC2 0xEO0 0x9B 0x33 0x92 0x0E

#kk MD5 digest checksum mismatch on trunk: Fa0/21 stk (HARAZ #HIANLE password H))
#kk MD5 digest checksum mismatch on trunk: Fa0/22 s#k*

#kk MD5 digest checksum mismatch on trunk: Fa0/23 s#k*

#k% MD5 digest checksum mismatch on trunk: Fa0/24 s#k*

Configuration last modified by 0.0.0.0 at 3-1-93 00:04:49

Local updater ID is 0.0.0.0 (no valid interface found)

SW2960#show vtp status

VTP Version 12
Configuration Revision : 3
Maximum VLANs supported locally : 128
Number of existing VLANs 7/

VTP Operating Mode : Client
VTP Domain Name . kinglab
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VTP Pruning Mode . Enabled
VTP V2 Mode : Disabled
VTP Traps Generation . Disabled
MD5 digest : 0x8A 0x4E 0xDA 0x4F 0x09 0xCC 0x50 0x04

Configuration last modified by 0.0.0.0 at 3-1-93 01:57:45

b, N5
I VTP FECE, nf LKA, VLAN 828, (H 2 0E RS i VTP #8385 5vk. By
VR vtp Revision [n) i,
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Spanning Tree Protocol (STP 802.1D)

—. SLHK
1. HEARGREA R (STP) N KAl E
. LEBRAR
W A:
b3 1]
FoO/21 i1 Fofzz
ra
Y ~\
7/ \
d N
Fo/e21 f Fo/o2
G2 01
————— —— ——— ! -
W 01 Gz R
e
\5\ y:
N\ e
‘\‘\ /7
G0 G0/2
—— "
AT
=
L. R PC ARG 28 M) lAG et i (FE: A8 hum 1 2 PH 2855 1)
=, LBRE
[V
1. BG 2R R

SWlt#tshow spanning-tree (&AM
VLANOOO1 ~ (VLANT [/ et 545D
Spanning tree enabled protocol ieee (/= FIAZC Y 802, 1D byt b i)
Root ID  Priority 32769 (FR7n AL AR 1Y) Root 1D, SW1 SAARAR)
Address 0004. 9A8B. 7C69
This bridge is the root  (FREZRILAZHHL Ny Vianl A=l (14R )
Hello Time 2 sec Max Age 20 sec Forward Delay 15 sec (ZERHTHIN #5)

Bridge ID Priority 32769 (priority 32768 sys—id-ext 1) ({5 RIbAZ#HlLi) BridgelD)
Address 0004. 9A8B. 7C69
Hello Time 2 sec Max Age 20 sec Forward Delay 15 sec
Aging Time 20

Interface Role Sts Cost Prio.Nbr Type
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Fa0/21 Desg FWD 19 128.21  P2p Cot A RES R AL AE 20

Fa0/22 Desg FWD 19 128.22  P2p

SW3#tshow spanning—tree  (SW3 A AFMHF)
VLANOOO1
Spanning tree enabled protocol ieee
Root ID Priority 32769
Address 0004. 9A8B. 7C69
Cost 19
Port 22 (FastEthernet0/22)
Hello Time 2 sec Max Age 20 sec Forward Delay 15 sec

Bridge ID Priority 32769 (priority 32768 sys—id-ext 1)
Address 00EO0. A39D. C5A3
Hello Time 2 sec Max Age 20 sec Forward Delay 15 sec
Aging Time 20

Interface Role Sts Cost Prio.Nbr Type
Fa0/22 Root FWD 19 128.22  P2p
Fa0/24 Desg FWD 19 128.24  P2p
Gio/1 Altn BLK 4 128.25 P2p
Gi0/2 Desg FWD 4 128.26  P2p

2. RIETR, MNiZil SW3 4 STP 1 Root & FH

SW3 (config) #spanning—tree vlan 1 root primary (& SW3 [F) VLANT Z& b s Ay M4 )

B -
SW3#show spanning—tree
VLANOOO1
Spanning tree enabled protocol ieee
Root ID Priority 24577
Address 00E0. A39D. ChA3
This bridge is the root
Hello Time 2 sec Max Age 20 sec Forward Delay 15 sec

Bridge ID Priority 24577 (priority 24576 sys—id-ext 1)
Address 00E0. A39D. ChA3
Hello Time 2 sec Max Age 20 sec Forward Delay 15 sec
Aging Time 20

Interface Role Sts Cost Prio.Nbr Type

Fa0/22 Desg FWD 19 128.22  P2p
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Fa0/24 Desg FWD 19 128.24  P2p
Gi0/1 Desg FWD 4 128.25  P2p
Gi0/2 Desg FWD 4 128.26  P2p
anzl/%mzz
7 AN
e N
4 \
el E
Fosz1 ‘p\“ Fo/22
Gz G0, 1
—————————— -
oWz G011 G0/2 R
o
\\ y;
\ e
\\ /7
60/1™ G0/2
) =
A
o4

. N7
STP WM I B W . B 8he 28t block S, FHAEIREG . HIEAT—EHE STP WA W g
P AR AR AL IR o IXIHRBA T 22 STP 24, X BB H K.
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PVST+ & RSTP

—. LWHK
1. B2 PVST+I N M e &
2. HAE RSTP [0 Je il
=, ERAE
EEN=E

Tk
1. hndk STP fesh, VCRFCshASES st (. ENMIZTT 0SPF)

=\ XBLE
AiE:

L FEPTAT EBARAS ALK Ji 1] 150 B R i

SW3 (config)#ispanning—tree portfast default (7E4>)m [T/ PVST+ [Pt 1)
SW3 (config)#tinterface fastEthernet 0/1

SW3 (congig—if) switchport mode access

SW3 (config—if)#spanning—tree portfast ({E¥il ] FIFJE PVST+ [ v 1)

2 JFia Pk EAT R
SW1 (config) #spanning—tree uplinkfast C(fE4)a NIT AP FATRERS, HoAAZ Hebl A ED

3 I P T i
Switch (config)#spanning—tree backbonefast ({F4xJa) NIF)Ja PR TaEM, HAbAZ Bl E S
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4, BEBACE 2. 3; JHH RSTP
Switch (config)#spanning—tree mode rapid-pvst  (JFJ5 RSTP ZE Al 55 )

IH4F

1. Mg

JF)a Portfast LhREMIE 1, 3E L PC J5, i HEA L DA gkt CITIR I, om DB st 2R 4k,
— i 30 Fb)

2. AR EH
Switch#show spanning—tree
VLANOOO1
Spanning tree enabled protocol rstp CZER A A RSTP)
Root ID Priority 32769
Address 0009. 7ca7. 7d00
Cost 3019
Port 23 (FastEthernet0/23)
Hello Time 2 sec Max Age 20 sec Forward Delay 15 sec

Bridge ID Priority 49153 (priority 49152 sys—id-ext 1)
Address 0011. 9391. 2680
Hello Time 2 sec Max Age 20 sec Forward Delay 15 sec
Aging Time 300

UplinkFast enabled but inactive in rapid-pvst mode

Interface Role Sts Cost Prio.Nbr Type

Fa0/21 Altn BLK 3019 128.21  P2p Peer(STP)
Fa0/22 Altn BLK 3019 128.22  P2p Peer (STP)
Fa0/23 Root FWD 3019 128.23  P2p Peer (STP)
Fa0/24 Altn BLK 3019 128.24  P2p Peer (STP)

I NVAZER?B S
TR 4 2% 1 4 5 A4 Al TS SR A S0 P
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4 x4t 5 4¢ (STP Guard)

— LBHH
N LAl I

. ERAE

EENAE

/! N
7/ N
// \\
/ N\
————————— b
FOs1
e

oK

1. BribXets 4 STP Bt b 2%
=\ SLRE

[N

Switch(config)#interface fastEthernet 0/1
Switch(config—if) #switchport mode access

Switch(config—if)#spanning—tree bpdufilter enable

(5 ] BPDU sy Lhfe, fEdts H AR/ Ai%k BPDU 4R 30)

Switch(config—if)#spanning—tree bpduguard enable
(5 H BPDU B Dfie, 7eukdi H A2 BPDU; W3 BPDU, i 45D

Switch(config—if)#spanning-tree guard root

CJa F STP #RBi 9 hfE, A6 I A2 4145 54 BID [ BPDU 4% 30)

KiiE:
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1. Switch#show spanning—tree interface fastEthernet 0/24 detail
Port 24 (FastEthernet0/24) of VLANOOOl is designated forwarding
Port path cost 3019, Port priority 128, Port Identifier 128.24.
Designated root has priority 32769, address 0009. 7ca7.7d00
Designated bridge has priority 49153, address 0011.9391. 2680
Designated port id is 128.24, designated path cost 3019
Timers: message age 0, forward delay 0, hold 0
Number of transitions to forwarding state: 1
Link type is point—to—point by default
Bpdu guard is enabled (¥ )3 H] BPDU Bii§)
Bpdu filter is enabled (i1 H] T BPDU i yiE)
Root guard is enabled on the port (il )d FHARET )
BPDU: sent 0, received 0 ({EIu 13 A& ATAAT BPDU $i% 30)
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SVI 23
—. B HK
YR Z EAHNL SVI B2 0 R E 71k
. ERAE
HINE:
i
[ ¥
sstolzdps
Sl

I L3

- - -

— A
v = PC-PT
YLAN 30

PC-PT PC-PT
WLAN 10 VLAN 20

#K: 34 PCo234 3 MNVLAN 23/ # VLAN 10.20.30 /A X # v 8 F

SVI = Z # a1k VLAN Z iq 4 % Z 485 9] -
=, KREEE
SW (config) #interface faO/1 {e. % # VLANIO 4 £ 41 %] ~ VLAN10

SW(config-if)#switchport mode access

SW(config-if)#switchport access vlan 10

SW (config) #interface fa0/2 {e % # VLAN20 # £ #u %] ~ VLAN20
SW (config-if)#switchport mode access

SW(config-if)#switchport access vlan 20
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SW (config) #interface fa0/3 1e % # VLAN3O # £ #u %] ~ VLAN30
SW(config-if)#switchport mode access

SW(config-if)#switchport access vlan 30

SW (config) #interfacevlan10 #N=%Z SVl # o

SW(config-if)#ip address 10.1.1.254 255.255.255.0

SW (config) #interfacevlan20 # X~z 2 SVl # o

SW(config-if)#ip address 20.1.1.254 255.255.255.0

SW (config) #interfacevlan30 # X~z 2 SVl # o

SW(config-if)#ip address 30.1.1.254 255.255.255.0

ERERE

E WA E 4F2+ & VLAN & IP #usk, R £43456 SVl oo
B
A AR & VLAN £ 40T 54 L 4a ping & o

. NAZ
AE U X 19 P 3 SI2EH, VLAN 22 18] )5 1) o
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EtherChannel
—. LBHK
1. 3% EtherChannel [V M E

= ERAE
wA-

Ml SNz

——————————

——————————

1. JAH Etherchannel, SZENZ 4% R L0 A 67 3834 1l

=\ SLRE
BE:
1. Layer2 Etherchannel Et'&E

SW1(config)#tinterface port—channel 1 (gL AIHIE S 1])

SW1 (config—if)#channel-group 1 mode desirable (Jil'® LI AIHIE B iY PAGP AFAERL Ry BhAD
SW1 (config—if)#channel-protocol pagp (Jit & LI AIHIE [ PSRN pagp, AIiE)

SW1(config)# interface range gigabitEthernet 0/1 - 2

SW1 (config—if)#channel-group 1 mode desirable  ({t ¥ |1 I DL I i v 1)

e BAERSEAIE A Rk

SW2 (config)#tinterface range gigabitEthernet 0/1 — 2
SW2 (config—if-range) #tswitchport trunk encapsulation dotlg
SW2 (config—if-range) #switchport mode trunk

SW2 (config—if-range) ichannel-group 1 mode desirable




SW2 (config—if-range) #channel—-protocol pagp

e DA ERCE R B AR ORI DUCETE, REte B3I LUKTHE

2. Layer3 Etherchannel K&
SW2 (config) tinterface range gigabitEthernet 0/1 - 2

SW2 (config—if-range)#no switchport (S, JTidE =)2um11)
SW2 (config—if-range) ichannel-group 1 mode desirable
SW2 (config—if-range) #channel—-protocol pagp

SW2 (config) #interface port—channel 1

—~WHTRGRELAE

SW2 (config-if)#no switchport GSHE, JF/A =2 AR E S H; SRR 10— 20 0 FF)R)

SW2 (config-if)#ip address X.X.X.X 255.255.255.0

¥: Layer3 Etherchannel ZEyd & fid B IXF

3. Etherchannel HEINETT

Switch(config)#iport—channel load-balance ? ({E& Etherchannel &34y )

dst-ip Dst IP Addr
dst—mac Dst Mac Addr
src—dst—ip  Src XOR Dst IP Addr
src—dst—mac Src XOR Dst Mac Addr

src—ip Src IP Addr
src—mac Src Mac Addr
IOAE:

Switch#tshow etherchannel port-channel (Y% Etherchannel [KA5Z%0)

Channel-group listing:

Port—channels in the group:

Port—channel: Pol

Age of the Port—channel = 00d:00h:32m:28s

Logical slot/port = 2/1 Number of ports = 2

GC = 0x00000000 HotStandBy port = null

Port state = Port—channel (Etherchannel WpUCIRAS, BLAEHR L2)
Protocol = PAGP  (Etherchannel HMMEZED

Port Security = Disabled

Ports in the Port-channel:

Index Load Port EC state No of bits
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0 00 Gig0/1 Desirable-S1 0 (Etherchannel P r TAEREZL)
0 00 Gig0/2 Desirable-S1 0
Time since last port bundled: 00d:00h:25m:12s Gig0/2

LN VSR 75 2
2 F T SR SE BB A SR
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Hot Standby Router Protocol (HSRP)

—. B HK
1. 48 HSRP [ K fic &
. LEBRAR
HINE:
i
THCF Rl

0

-— Fo,/0 —~
..l Fo/1

|
1 -
F &y )
11
|1
't
D—- E" FO/0 ~sgrne® FOS1
o 2
K F b ;
Wz B2
Tk
1. SEPRBERR . B
=, LBRE
A&

PC BB W IEMAR TP Mok, 5B M ) HSRP Y EflbhE (192. 168. 1. 254)
1. 7£ Rl k& HSRP

R1(config)#tinterface fastEthernet 0/0

R1(config-if)#standby 1 ip 192. 168. 1.254 (‘& HSRP MEFLEE fH#5 (1) 1P Huhlohy: 192.168. 1. 254)
Rl (config—if) #standby 1 priority 105 (W' HSRP (ML SC M (E A e s

Rl (config-if) #istandby 1 preempt (& & HSRP HR¥EIL K EHE 5 Active MAATIAE)

Rl (config—if)#standby 1 track fa0/1 (JFJ5 HSRP %4111 Track LhfE)

2. 1 R2 FJit & HSRP

R2 (config) #tinterface fastEthernet 0/0

R2 (config-if)#tstandby 1 ip 192. 168. 1. 254

R2(config-if)#standby 1 priority 100 (i HSRP MARSELE; R4 100, ATLIANBD
R2 (config—if) #standby 1 preempt

R2 (config-if) #tstandby 1 track fa0/1
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192.

192.

192.

*Mar
*kMar
*kMar
*kMar
*kMar
*Mar
*kMar
*kMar
*kMar

*Mar

3. 7E SW1 2% DHCP, &4 PC RISl 192, 168. 1. 254 (H%)

BHIE:

1. £ HSRP WhiSUAH A5 B
R1#tshow standby
FastEthernet0/0 — Group 1

State is Active (% Hi#% HSRP [FPRZA)
2 state changes, last state change 00:00:06

Virtual IP address is 192.168.1.254 (HSRP [fiE4l IP Hhlik, 5 Fahis)

Active virtual MAC address is 0000.0c07.ac01 (HSRP [{J R4, MAC Hihil, 248 H 840
Local virtual MAC address is 0000.0c07.ac01 (vl default)

Hello time 3 sec, hold time 10 sec (HSRP [1¥) Hello Iif[i])
Next hello sent in 1.924 secs

Preemption enabled (HSRP /5 ZhfAETFIE)

Active router is local

Standby router is 192.168. 1.2, priority 100 (192.168.1.2 & HSRP [¥J Standby # H#%)
Priority 105 (configured 105) (FiL & (5L Z41E ) 105)

Track interface FastEthernet0/1 state Up decrement 10 (JF)3 T Track Hfig, TE{{E N 10)
Group name is “hsrp—Fa0/0-1" (default)  (HSRP #4414 F5)

2. Debug HSRP (K47 HAR L
R1#tdebug standby

#Mar 1 01:03:48.015: HSRP: Fa0/0 Grp 1 Hello out 192.168.1.1 Active pri 105 vIP

168. 1. 254

#Mar 1 01:03:48.683: HSRP: Fa0/0 Grp 1 Hello in 192.168.1.2 Standby pri 100 vIP

168. 1. 254

#Mar 1 01:03:49.135: HSRP: Fa0/0 Grp 1 Hello out 192.168.1.1 Active pri 105 vIP

168. 1. 254

24 R1 [ FO/1 3 1 % A= i

01:07:13.283: HSRP: Fa0/0
01:07:13.283: HSRP: Fa0/0
01:07:13.291: HSRP: Fa0/0
01:07:14. 487: HSRP: Fa0/0
01:07:19.407: HSRP: Fa0/0
01:07:19.411: HSRP: Fa0/0
01:07:19.411: HSRP: Fa0/0
01:07:19.415: HSRP: Fa0/0
01:07:19.415: HSRP: Fa0/0

—_ e e e e e e e e

01:07:13.283: %TRACKING-5—

STATE: 1 interface Fa0/1 line—protocol Up—>Down

Grp 1 Track 1 object changed, state Up —> Down

Grp 1 Priority 105 —> 95

Grp 1 Hello in 192.168.1.2 Standby pri 100 vIP 192.168. 1. 254
Grp 1 Hello out 192.168.1.1 Active pri 95 vIP 192. 168. 1. 254
Interface adv in, Active, active 1, passive 0, from 192.168.1.2
Grp 1 Active router is 192.168.1.2, was local

Nbr 192.168.1.2 active for group 1

Grp 1 Standby router is unknown, was 192.168. 1.2

Nbr 192.168. 1.2 no longer standby for group 1 (Active)
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*Mar

1 01:07:19. 415:

(100/192. 168. 1. 2)

*kMar
*kMar
*kMar
*kMar
*kMar
*kMar
*kMar
*kMar
*kMar
*kMar
*kMar
*kMar
*kMar
*kMar
*kMar

*Mar

1 01:07:19.
:07:
:07:
:07:
:07:
:07:
:07:
:07:
:07:
:07:
:07:
:07:
:07:
:07:
:07:
:07:

01
01
01
01
01
01
01
01
01
01
01
01
01
01
01

—_ e e e e e e e e e e e e e

19.
19.
19.
19.
19.
19.
19.
19.
19.
19.
19.
19.
19.
19.
19.

415:
419:
419:
419:
427:
427:
431:
431:
435:
459:
463:
463:
463:
467:
467:
467:

(100/192. 168. 1. 2)

*kMar
*kMar
*kMar
*kMar
*kMar
*kMar
*kMar
*Mar
*kMar
*kMar
*kMar
*kMar
*kMar

*Mar

101
101
101
101
101
101
101
1 01
101
101
101
101
101
101

:07:
:07:
:07:
:07:
:07:
:07:
:07:
:07:
:07:
:07:
:07:
:07:
:07:
:07:

19.
19.
19.
19.
19.
19.
19.
19.
19.
19.
19.
19.
19.
19.

I NVAZER?B S
W2 TR RSB0 PR . e A . Tl Tl g

471:
471:
471:
471:
475:
475:
475:
475:
479:
479:
479:
483:
483:
879:

HSRP:

HSRP:
HSRP:
HSRP:
HSRP:
HSRP:
HSRP:
HSRP:
HSRP:
HSRP:
HSRP:
HSRP:
HSRP:
HSRP:
HSRP:
HSRP:
HSRP:

HSRP:
HSRP:
HSRP:
HSRP:
HSRP:
HSRP:
HSRP:
HSRP:
HSRP:
HSRP:
HSRP:
HSRP:
HSRP:
HSRP:

Fa0/0

Fa0/0
Fa0/0
Fa0/0
Fa0/0
Fa0/0
Fa0/0
Fa0/0
Fa0/0
Fa0/0
Fa0/0
Fa0/0
Fa0/0
Fa0/0
Fa0/0
Fa0/0
Fa0/0

Fa0/0
Fa0/0
Fa0/0
Fa0/0
Fa0/0
Fa0/0
Fa0/0
Fa0/0
Fa0/0
Fa0/0
Fa0/0
Fa0/0
Fa0/0
Fa0/0

Grp 1 Active: g/Hello rcvd from higher pri Active router

Grp 1 Active —> Speak

Interface adv out, Passive, active 0 passive 1

Grp 1 Redundancy “hsrp-Fa0/0-1" state Active —> Speak

Resign out 192.168.1.1 Speak pri 95 vIP 192.168. 1. 254
Deactivating MAC 0000. 0c07. ac0O1

Removing 0000. 0c07. ac0l from MAC address filter

MAC addr update Delete from SMF 0000. 0c07.ac01

Grp 1 Hello out 192.168.1.1 Speak pri 95 vIP 192.168. 1. 254
TP Redundancy “hsrp-Fa0/0-1" update, Active —> Speak

Interface adv in, Passive, active 0, passive 1, from 192.168.1.2
Grp 1 Resign in 192.168.1.2 Speak pri 100 vIP 192.168. 1. 254

Grp 1 Active router is unknown, was 192.168.1.2

Grp
Grp
Grp
Grp

G VO O ey

Nbr 192.168. 1.2 no longer active for group 1 (Speak)

Nbr 192.168.1.2 Was active or standby — start passive holddown
Grp 1 Hello in 192.168.1.2 Speak pri 100 vIP 192.168. 1. 254
Grp 1 Speak: f/Hello rcvd from higher pri Speak router

Grp 1 Speak —> Listen

Grp 1 Redundancy “hsrp-Fa0/0-1" state Speak —> Backup
Interface adv in, Active, active 1, passive 1, from 192.168.1.2
Nbr 192.168.1.2 Adv in, active 1 passive 1

Nbr 192.168.1.2 is no longer passive

Nbr 192.168. 1.2 destroyed

Grp 1 Coup in 192.168.1.2 Speak pri 100 vIP 192.168. 1. 254
Grp 1 Active router is 192.168. 1.2

Nbr 192.168. 1.2 created

Nbr 192.168.1.2 active for group 1

Interface adv out, Passive, active 0 passive

Interface adv in, Active, active 1, passive 0, from 192.168.1.2
TP Redundancy “hsrp-Fa0/0-1" update, Speak —> Backup

Grp 1 Hello in 192.168.1.2 Active pri 100 vIP 192.168. 1. 254
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3 & #. 4k /82 (DHCP)

2
—. LBHK
1. %942 DHCP Server MIBCE SN H
. ERAE
A
DHCF Client
- @ = Sarwer
— 2560-24TT _ .
PC-FT 7960 Switchl 3560g24PS
WLAN 10 IF Bhone = Fo/z2
VLAH 100 |
DHCF Client LFDHZE
EJ Fl:uf1||
g 2960-24TT
FoET Switchz
VLAN 20
Tk

1. 3560-24PS y DHCP Servers;
2. 4351k VLAN10. VLAN20 P91 PC ZhZAS40IC 1P Huhk;
3. A VLAN10O PN[¥J TP Phone #F5E 1P Huhl, JFFi¢E TETP Jy 192. 168. 100. 253 .

=. XBRE
[N}
1. JFJ8 DHCP Server IJfig
Switch(config)#tservice dhcp

2. HEBRCAXICI [ e TP Mkl
Switch(config)#ip dhcp excluded—address 192. 168.10.1 192.168. 10. 100

3. B DHCP Huhikith
Switch(config)#ip dhep pool VLANIO (%) VLAN 10 i & Hbhbyh)

Switch (dhcp—config)#inetwork 192.168.10.0 /24 (i & Hulibyb B
Switch (dhcp—config) #default-router 192. 168. 10.254 (¥ & ERIA M bl
Switch (dhep-config) #dns—server 202.96.209. 133 202. 96. 209. 134 (i DNS Hbihib)

Switch(dhcp—config)#tlease 0 8 (& IP HuhEFHHEA: 8 /NEH)

Switch(config)#ip dhep pool VLAN20

Switch (dhcp—config) #network 192.168.20.0 /24
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Switch(dhcp—config) #default-router 192.168. 20. 254
Switch (dhcp—config) #dns—server 202.96.209. 133 202. 96. 209. 134

Switch (dhcp—config)#lease 0 8

Switch(config)#ip dhep pool Phone8001

Switch (dhcp-config) #hardware—address aabb. ccdd. eeff (455 Phone/PC [ MAC Hbil)

Switch (dhcp—config) #host 192. 168. 100. 1 /24 (45 1P Hhhl)

Switch(dhcp—-config) #default-router 192.168. 20. 254

Switch (dhcp—config)#option 150 ip 192.168.100.253 (X' CISCO VOIP [ TFTP Server Hihib)

Switch (dhcp—config)#lease infinite
B0 :

Switch#tshow ip dhcp binding

IP address Client—1D/ Lease expiration Type
Hardware address

192. 168. 10. 101 0100. 2264. 4bab. eb Mar 01 1993 08:22 AM Automatic

192. 168. 100. 1 aabb. ccdd. eeff Infinite Manual

b, N
1t DHCP Pt & 7 5 S5 BN FHAE HP K p 2+
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DHCP ¥+ %

—. B HK
1. %42 DHCP 4k (13 H

. LBAR
A
DHCP Client
'd’}
pdpT
vLAN 10
FO/1 Fi/21
‘ 2060-24TT
7580 Switch1
IF Fhone
VLAN 100
DHCP Client
K #
PC-PT
WVLAN 20
Tk

Fo/1

DHCFE
Server
Serv@r-FT
VLAN 101

Fo/f21

— —— | —

3560824P5
Fo/zz

I
I
* Fo/fzz

2960-24TT
Switchz

1. VLAN 10. VLAN 20 N[ PC fgf )\ DHCP Server (Server-PT) ZhZ&A3K4E 1P i,

2 . DHCP Server (Server-PT) J&7  VLAN 101;

=\ XBEE
Ao E B .

DHCP TAEWMER S #%Hutil, IR PC 1 DHCP Server X AZE[R— VLAN H, 17 VLAN $H5G 4> 2 #5345 1
YER, M58 PC ANGEM DHCP Server 3RHY IP Huhik, IXmhis 224 17E 47 3¢ VLAN [A] 1% 1K) 3560-24PS [

AZAFAL L FH DHCP A 4k SR fift v il
[k
1. JFJA 3560-24PS [f] DHCP %45 Lhfi
Switch(config)#tservice dhcp

2. JFE MR
Switch(config)#ip routing

3. FFJ3 DHCP 14T Rg

Switch(config)#ip dhcp relay information option

Switch(config)#tinterface vlan 10
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Switch(config—if)#ip

HE:

Switch#debug ip dhcp

*Mar
*Mar
*Mar
*Mar
*Mar
*Mar
*Mar
*Mar
*Mar
*Mar
*Mar
*Mar
*Mar
*Mar
*Mar
*Mar
*Mar
*Mar
*Mar
*Mar
*Mar
*Mar
*Mar
*Mar
*Mar
*Mar

1

— e e e e e e e e e e ek e e e e e e e e e e e

1

01
01
01
01
01
01
01
01
01
01
01
01
01
01
01
01
01
01
01
01
01
01
01
01
01
01

142
142
142
142
142
142
142
142
142
142
142
142
142
143
143
143
143
:43:
143
143
143
143
143
143
143
143

0. NS5

58.
58.
58.
58.
58.
58.
58.
58.
58.
58.
58.
58.
58.
02.
02.
02.
02.
02.
02.
02.
02.
02.
02.
02.
02.
02.

663:
663:
663:
663:
663:
667:
667:
667:
667 :
667:
667:
667:
667:
731:
731:
731:
731:
731:
735:
735:
735:
735:
735:
735:
735:
735:

helper-address 192. 168. 101.1 (¥ p 4k H brdtbhik by DHCP Server )

server packet

DHCPD: incoming interface name is VlanlO
DHCPD: Looking up binding using address 192. 168. 10. 254
DHCPD: setting giaddr to 192.168. 10. 254.
DHCPD: adding relay information option.
DHCPD: BOOTREQUEST from 0100. 2264. 4bab. eb forwarded to 192. 168. 20. 1.
DHCPD: incoming interface name is Vlan20
DHCPD: forwarding BOOTREPLY to client 0022.644b. abeb.
old giaddr = 0.0.0.0, giaddr=0.0.0.0, flag=0
DHCPD: Option82 is currently:
020c020a0000c0a80afe0a000000
DHCPD: Removing option82 information
DHCPD: Option82 is removed
DHCPD: broadcasting BOOTREPLY to client 0022. 644b. abeb.
DHCPD: incoming interface name is VlanlO
DHCPD: Looking up binding using address 192. 168. 10. 254
DHCPD: setting giaddr to 192. 168. 10. 254.
DHCPD: adding relay information option.
DHCPD: BOOTREQUEST from 0100. 2264. 4bab. eb forwarded to 192. 168. 20. 1.
DHCPD: incoming interface name is Vlan20
DHCPD: forwarding BOOTREPLY to client 0022.644b. abeb.
old giaddr = 0.0.0.0, giaddr=0.0.0.0, flag=0
DHCPD: Option82 is currently:
020c020a0000c0a80afe0a000000
DHCPD: Removing option82 information
DHCPD: Option82 is removed
DHCPD: broadcasting BOOTREPLY to client 0022. 644b. abeb.

M H Windows2003. Windows2008. Linux 254 DHCP Server, FfHFH PC ANLE [a]— W Bt
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TP SLA
—. B HK
1. %48 1P SLA [fIR
SR L .

SLA (Service Level Aggrement) FEFZENJZACHAURE AT ISR AL BEAR S5 o 524 & P25 Hh R HE 1) 25
B B ATER, ARG AT G M AR AR DL . 2RIE T LLFT HSRP #2514 Fh 45 & i track i
%o

=, ERAR

AR E
R
L -
ol

3560-z4P35 3560-24P%
Sl S
K-

1. 7E SW1/SW2 fi)% no switchport =280
2 . SW1{EN source J7, Bl H UDP R 3L, i1 2005, SW2 fE MU T - R 28 Kik—Ik
Timeout 24 500 ZFb, SRfFEH SLA FK il 5.

=, ERIE
SW1(config)#interface fastEthernet 0/24
SW1(config-if)#no switchport KM 2 E#EO, HE=Z&EO
SW1 (config-if)#ip address 10.1.1.1 255.255.255.0
SW2 (config)#inter £0/24
SW1(config-if)#no switchport SCH 2 RH:H, JFH—=ZEHN
SW2 (config-if)#ip address 10.1.1.2 255.255.255.0
SW1 (config)#do ping 10.1.1.2 ping SW2 #fi{R GENEIH T
Type escape sequence to abort.

Sending 5, 100-byte ICMP Echos to 10.1.1.2, timeout is 2 seconds:
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SW1 (config)#ip sla 1 HEN SLA FE B, sl 1
SW1 (config-ip-sla)#udp—echo 10. 1. 1. 2 2005 Sof H H 10. 1. 1. 2 & 3% udp echo )3T, i 11 2005

SW1 (config-ip-sla—udp) #timeout 500 JER IS IS TR] 5 500 Z£ 40
SW1 (config-ip-sla—udp)#frequency 2 FRILINE L 2 WP RIE—IR

SW1(config)#ip sla schedule 1 life forever —HEAMEMIKILIRL
SW1(config)#ip sla schedule 1 start—time now O.RJJF4A K%
SW2 (config)#ip sla responder SW2 VE N AH N B, AHRMN SWL ) UDP 3¢
SW2 (config)#ip sla responder udp—echo port 2005
SWl#show ip sla statistics &H SLASGitEHE
Round Trip Time (RTT) for Index 1
Latest RTT: 3 ms
Latest operation start time: *00:31:00.699 UTC Mon Mar 1 1993
Latest operation return code: OK
Number of successes: 32
Number of failures: 8

Operation time to live: Forever
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R AU o 24
—. SEHK
1. R AR O 24N A RCE
. LEBRAR
A

F ¥
e, i
MAC: O0ED. FTAL. 15E2

e

BrE 25
MAC: 0001.C92E. 010D

AR

Lo ORI, PR EBEN, BB A B MAC Ml B

=\ XBLE
AiE:

I

PR AT MAC Huhik %

Switch#tshow mac—address—table
Mac Address Table

Vlan Mac Address Type Ports

1 0001.c92b.d10d  DYNAMIC Fa0/11 (JIR%54s, sh&PAD

1 0004.9a54.52¢7  DYNAMIC Fa0/1 (AN ANHUE, Ak, NEERD

1 00e0.f7aa. 15e2  DYNAMIC Fa0/1  (Ipo8HLfiw)
T it 1 22 4
Switch(config)#interface fastEthernet 0/11
Switch (config=if)#shutdown (Pt & v I 444> 2 [ 5 < v 1)
Switch(config—if)#switchport mode access C(HFaISEAEMAAT, ANFE)S 1 224 TEE)
Switch(config—if)#switchport port—security CJii/H ¥ 1224s)
Switch (config—if)#switchport port—security maximum 1 (&g [ ARV AR ECN D

Switch (config—if)#switchport port—-security mac—address 0001.c92b. d10d
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(BB SRVFIR AN B MAC Hihil)

ML B

SW3560 (config—if) #switchport port—security violation restrict (& & 3E AL T F0 0D

Switch(config—if)#no shutdown

¥E: Switch ) FO/1 % IPC & 7] FO/11

AN
1. Switch#show mac—address—-table
Mac Address Table

Vlan Mac Address Type Ports

1 0001. c92b. d10d STATIC Fa0/11 (R552%, AT
1 00e0. f7aa. 152 STATIC Fa0/1 CIpa i)

0. M5
FENTE access HAMKAT, By Bras & X 2THAL MAC uhik i Xy, [ R SR VF-E¥EH) MAC 31
HEA AT AR A W] P4
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£ F 5% o ¢ 802.1X AqE

—. B HK
1. 542 AAA ARSS25 0 &
2. IR T 802. 1x YIEMIMNH K E

= ERAE
I AE:
D_- rof1 oM
FC1 SVI 1:192. 168, 100. 201 "'-----.,,““r
H"""-..r SH3
e,
/{ Fo/1
e
PR
P
g RO/t f i
SHz _
PCZ SVI 1:192. 18, 100. 202 “J;-gzﬂit;;ufngeggfr
ok
Ly 0P N P24 802, 1x TAIE,  JFHRFEAUESS SRA 7> 5 VLAN
=\ XBiE
A

1. 23, BCE AAA RS 4%

IDENIE LS

AAA B fF: Cisco ACS 4.2

Java #AfF: JRE 1.6

2) . CISCO ACS [t &
FIE ACS T i 4+

S| User -
EE_ Setup IE Log Off
Group
Setup

% Shared Profile
Cornponents

MNetwork
Configurati

Sl “Network Configuration”
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“@Q AAA Clients 2]

AAA Client AAA Client IP Authenticate
Hostname Address Using

| Mone Defined

add Entr}rN Search |

S “Add Entry”

Ad b Client

Hostname ISWl

LAA Clisnt TP 192.165.100.221 a]
Address J
Shared Secret  [kinglabl I

RYE LK, @ ACS &k %

Authenticate
Using

r Single Connect TACACS+ AdA Client (Record stop in accounti
on failure)

Log Update/Wwatchdog Packets from this Add Client
Log RADIUS Tunneling Packets from this aaa Client

Feplace RADIUS Port info with Username from this AAA Client

Match Framed-IP-Address with user [P address for accounting

r
r
r
- packets from this Add Client

Submit Submit + Apply Cancel

BEMIETT 0 “RADIUS (IETF) 7 3 /it “Submit+Apply”
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bl Interface Configuration

CISCO
User
Iﬁ Setup

— f User Data Configuration

| »

Grou

BA | Scevs RADIUS (IETF)

Gy | SharedProfil e Advanced Options
Components
Metwaork

Q Configuration ? Back to Help

= x| System
= Configuration
Interface
i Configuration
4

M7 “Interface Configuration” = “RADIUS (IETF) ”

] 1=l _
@ der W [064] Tunnel-Type
¥ [085] Tunnel-Medium-Type
ﬁ Group
Satup [T [066] Tunnel-Client-Endpaint
5 Shared Profile [T [067] Tunnel-Server-Endpaint
Camponents
[T [089] Tunnel-Password
e Metwork
Configuration [T [071] &R&P-Features
l@ System [T [072] ARAP-Zone-Access
i Canfiguratian )
™ [078] Configuration-Taoken
Interface
| Configuration ¥ [081] Tunnel-Private-Group-ID

fafx “[064]/[065]/[081]7 EWFI 4, Al “Submit”

CI5SCO

User =
@ | Setup
Group
ﬁ Setup User: |zhang san|
6y |Shared|3'r-:-f1'le Fir‘n:ll Add/Edit
Components
a Metwaork
gl | Configuration List users beginning with letter/number:

B “User Setup” #& “User” A" 4, Aidi “Add/Edit”
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L) - LS

User
Setup

User Setup ﬂ

Group
Setup

% Shared Profile
Components

Metwaork
Canfiguratian

= xq| System
= Configuratiaon

Interface
| Configuration

Adrministration
Cantral

ol
L oy

iy
[
5j g External User

Databazes

Fasture
ooan)| Walidation

Metwork Bccess
2 Profilas

Password Authentication:

I.-'l'-.CS Internal Database j

CiscoSecure PAP (Also used for CHAP/MS-
CHAP/ARAP, if the Separate field is not

checked.)
Password |-uu"
':Dﬂﬁrm I.......
Password

T Separate (CHAP/MS-CHAP/&RAPY

Password |

Confirm I
Password

When a token server is used for authentication,
supplying a separate CHAP passward for a token
card user allows CHAP authentication. This is

especially useful when token caching is enabled.

Repaorts and
dotivity

Group to which the user is assigned:

|Gr|:|up 1 j

AR S  BTHEAL “Group 17, siily “Submit” 5 [A_EASIAT 28 — AN

Graup
Setup

% Shared Profile
Cornpanents

MNetwork
Configuration
=T Systemn
= Configuration

Interface
Configuration

Adrinistration
Control

LA | External User
3{_’5 [atabaszes

Faosture
moon)] W alidation

S “Group Setup” & “Groupl” ,

¥ [064] Tunnel-Type

Tag I 1 "I Walue |VU-‘~N

Tag IE "I Yalue |

W [065] Tunnel-Medium-Type

ENIEN

Tag[t  [B value [802

ENIEN

Tag IE "I Yalue |

W [081] Tunnel-Private-Group-ID

Tag I 1 "’I value 10
Tag IE 'I Yalue |

“Group2” ZHMsRmg, WK, A “Submit+Restart” ;

[0811iEIfE K “10” , “Group2” [081]IEME A “20”

“Groupl”
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m ™ AlLo BACKU
%I System —
Configuration Lé ACS Restore

.':“Jn"'f?f.;i'iiﬁ.m L@ ACS Service Management
ACS Certificate Setup

= Adrniniztration ) -
Contral B Global Authentication 59’(!{1._[3j
j_-l External User 8 support
E t_'g [atabaszes

M7 “System Configuration” —> “Global Authentication Setup”

% ggﬁmramn  Use SAN as Identity

Interf
| Configuration LEAP
administration r%ﬂlluw LEAP (For sironet only)

Cantral

FPiEIN “Allow LEAP (For Aironet only) ” ®imMI4, J&H S “Submit+Restart”

2. MR E
SW1 (config) #interface vlan 1 (JdZACHNLAN ACS [l {5 Huhik)

SW1(config-if)#ip address 192.168.100. 201 255. 255.255.0

SW1 (config) #aaa new-model ()3 H] AAA ThjEE

SW1 (config) #aaa authentication login default none (i ¥ AN A 2% 15 A AHE Bl A IE)

SW1 (config)#taaa authentication dotlx default group radius Cji HXf dotlx i Radius TAiE)
SW1 (config)#aaa authorization network default group radius ()5 A dotlx fiiH Radius #4A0
SW1 (config)#radius—server host 192.168. 100. 221 key cisco C(iX'& Radius JIR45#sthhl M3 4H)
SW1 (config)#tiradius—server vsa send ([n] Radius 458 &% CISCO FAH JBTHEED)

SW1 (config) #dotlx system—auth-control ()i dotlx FATFFEED

SW1(config)#interface range fa0/1 - 20

SW1 (config—if-range)#tswitchport mode access

SW1 (config—if-range) #spanning—tree portfast

SW1 (config—if-range)#dotlx port—control auto (5 i 11K dot1x AU
SW1(config)#tvlan 10

SW1(config-vlan)#vlan 20

E: SW2 KECER SwW1

BIF
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{E PCL FEVGIEZ BT, SW1 H VLAN [IRC &S B

SWil#tshow vlan brief

VLAN Name Status Ports

1 default active Fa0/1, Fa0/2, Fa0/3, Fa0/4
Fa0/5, Fa0/6, Fa0/7, Fa0/8
Fa0/9, Fa0/10, Fa0/11, Fa0/12
Fa0/13, Fa0/14, Fa0/15, Fa0/16
Fa0/17, Fa0/18, Fa0/19, Fa0/20
Fa0/21, Fa0/22, Fa0/23, Fa0/24

10 VLANOO10 active
20 VLAN0020 active
1002 fddi-default active
1003 token—ring—default active
1004 fddinet-default active
1005 trnet—default active

1 PClL A B A A ' % :  “zhang san” , #f5. “kinglab” AU G, SW1 P VLAN [ &S &
SWl#show vlan brief

VLAN Name Status Ports

1 default active Fa0/2, Fa0/3, Fa0/4, Fa0/5
Fa0/6, Fa0/7, Fa0/8, Fa0/9
Fa0/10, Fa0/11, Fa0/12, Fa0/13
Fa0/14, Fa0/15, Fa0/16, Fa0/17
Fa0/18, Fa0/19, Fa0/20, Fa0/21
Fa0/22, Fa0/23, Fa0/24

10 VLAN0O10 active Fa0/1
20 VLAN0O20 active
1002 fddi-default active
1003 token-ring—default active
1004 fddinet—-default active
1005 trnet—default active
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Dynamic ARP Inspect

—. B HK
1. %4 DHCP Snooping [N M ACE
2. H4E DAT N A E

= ERAE
A ISE

FO/ 24 FO/24

— ———— — ] —

FO/23

FO/2
FO/ 1 St

] SN
ARPETERE
Tk
1. Bfjikfdi ] ARP Trats 2%
=, LBRE
=R

DHCF _Serwer

SW1 (config)#ip dhcp snooping (4= /i DHCP Snooping ILhEE)

SW1(config)#ip dhcp snooping vlan 1
Switch(config)#ip arp inspection vlan 1
SW1(config)#tinterface range fastEthernet 0/1 - 20
SW1 (config-if-range)#ip dhcp snooping limit rate 100
SW1(config)#tinterface fastEthernet 0/24
SW1 (config-if)#ip dhcp snooping trust

SW1(config-if)#ip arp inspection trust

SW2 (config)#tip dhcp snooping
SW2 (config)#ip dhcp snooping vlan 1

Switch(config)#ip arp inspection vlan 1

(4= J5 X} VLANT JF)3 DHCP Snooping)

(4 R RS VLANL [1) ARP # Ar2ige)

(B4 104 DHCP Snooping ANEHfF4%
M, JFBRCE SRR AR YRR 100 #30

(BEE B0k DHCP Snooping {5 TH:10)

CBCELHE I ARP Inspect ({EH 1)
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SW2 (config)#tinterface range fastEthernet 0/23 — 24
SW1(config-if-range)# ip dhcp snooping trust

SW1(config—if-range)#ip arp inspection trust

VE: 7B Trunk #:0 K& CEE DHCPServer K3 0N 1% & & DHCP Snooping. ARP Inspect HM{EfE#ED

UOAIE :

Switch#tshow ip dhcp snooping binding

MacAddress IpAddress Lease(sec) Type VLAN Interface
00:22:64:4B:AB:EB 192. 168. 100. 100 603676 dhcp—snooping 1 FastEthernet0/1
00:21:64:4B:AB:EA 192. 168. 100. 101 603676 dhcp—snooping 1 FastEthernet0/2

Total number of bindings: 2

N, MR
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VLAN ACL

—. B HK
1. R ZEAHAL SVI 82 1 LB 5 s
2. HEARPEH] VLAN 2 [A] 1 [l 45 1) VACL fic & 7 v2:

= ERAE
A ISE

: :I i [‘_"‘
J. ; -_:! ] o
PC-P PC-P PC-PT
YLAN 10 VLIAN 20 YLAN 30

E k. 34 PCAFITE 3/ VLAN 4-5] & VLAN 10.20. 30 72 #H B E
SVI = B4 03k VLAN = Ja] f6 4% B AH 17 |A].
i LB VACL LA R ] VLAN 10 Fo VLAN30 =2 J&] B9 7 4] .

=, LREE
SVI HRCE AT LS Bl SVI L.
VACL i &
vlan access-map cisco 10
action drop VLBCACLL0L )3 EDROP#
match ip address 101 VLACACL101
vlan access-map cisco 20 HAth i &2 4 forward

action forward
vlan filter cisco vlan-list 10
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access-list 101 permit ip host 10.1.1.1 host 30.1.1.1

EHEE:
FHUELE LF AT AL VLAN By 1P sk, B X234 m SVI #£10,
I3

VLAN F1 VLAN 30 = |8] ) EHA & ping 8, HMEF DL ping &
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